Windows Real-time Extension




Design without Real-time Environment m

Graphical User Interface Controller App
Application C/C++

Windows10

CPU Core 1 CPU Core 2 CPU Core 3 CPU Core 4

Windows Memory

Harddisk/SSD VGA Graphics

* Controller App and Drivers run on Windows: no determinism!
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Design with Real-time Environment LxWin

Real-time Environment

Controller App
C/C++

Graphical User Interface
Application

Real-time Driver

CPU Core 3 CPU Core 4
Windows Memory Real-time Memory

Harddisk/SSD VGA Graphi Hardware
arddisk/ rapmies for real-time control

*  Partitioning: split hardware in Real-time and Non-Real-time part

Windows10

CPU Core 1 CPU Core 2

* Real-time applications must not use any Windows software components or Windows drivers
*  Controller App and Real-time drivers run in Real-time Environment: deterministic!
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Real-time Linux




-
®

LxWin as Windows real-time extension B2

* acontis approach
= Hypervisor based solution: better isolation, more robust
" no proprietary real-time environment

* The most popular real-time OS: RT-Linux
= Used by most customers all over the world

acontis EtherCAT Master Real-time OS Adoption over Time acontis EtherCAT Master Real-time OS Adoption

RTOS-32

Linux
3 /
,//'/
2014 2015 2016 2017 2018 2019
B Windows CE @RTOS-32 EIntime Mlinux EQNX MERTX METI-RTOS MVxWorks M Others @ Windows CE ERTOS-32 MEIntime MELlinux EQNX MERTX METI-RTOS M@VxWorks M@ Others

= RT-Linux today: the most powerful real-time OS available (API richness, OS
capabilities, ...)

= Thousands of drivers, hundreds of third-party products available

V1.6 8



RT-Linux for real-time applications LxWin

RT Preempt Patch

= Adds hard real-time to Linux, proven in thousands of industrial applications
= LxWin: ready to use headless real-time image included

» Customer does not need to be a Linux expert

» Real-time capabilities verified by acontis

» Customer can concentrate on the application part

Posix support
= Standard API for real-time and multitasking programing (e.g. threads, semaphores, ...)

Win32 support

= acontis provides wrappers and code snippets for porting purposes

Scalable Solutions can be built
= Level 1: Embedded Controller without GUI: use native, embedded Linux
= Level 2: Embedded Controller with GUI: use native Linux with GUI (e.g.Qt)
= Level 3: High End Controller with powerful Windows GUI: use LxWin

Al
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Real-time Linux features L Win

Hard real-time performance (extremely short latencies).
64 Bit and 32 Bit support

Symmetric multiprocessing (utilize multiple cores)
Powerful OS

= Separate applications from Kernel
= Powerful communication means
= Posix compliant

= Great development tools

Al
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Linux Architecture

L Win

* Bootloader
= Most popular in most distributions: grub
=  LxWin: Uploader tool

* Kernel
= Linux Kernel + essential built-in drivers
= LxWin: Created using Yocto
=  LxWin: adjusted to support acontis Hypervisor

. dGOEI: sm)all kernel for typical customer applications (e.g. no drivers for hard
isk etc.

—_—
Boot Order

* |nitramfs

= RAM filesystem with additional driver modules, tools and some applications
(e.g. busybox with shell)

=  LxWin: Created using Yocto
=  Goal: as small as possible

* Root file system
= Typlically located on a hard disk or SSD
= Contains all driver modules, applications etc.

depends on =  LxWin: identical to the Initramfs
Thisthing”~  “this thing Fi
- ° Irmware
Compile
2 = For specific hardware to update internal firmware
Dependencies P P

=  LxWin: currently not used

* Applications
= typically stored in the root filesystem (on the hard disk)
= LxWin: mounted into Linux at /mnt/rtfiles or part of the initramfs

* Toolchain
=  Windows development host: Provided by acontis (gnu toolchain). Created using crosstool-NG.
= Linux development host: Standard GNU toolchain can be used.

= Remotek;Debugging using gdb on the debug host and the gdbserver running in the LxWin image. Connection using ssh over TCP/IP (virtual
networ
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System Manager Tool




System Manager Tool: Management 7w Win

Console

GUI for configuration and runtime management

- System Manager V3.1 Build 0 (64-Bit Edition) - [DAPROMEC-Win-RT-Linuwdworkspaces\default] — O *
Eile View Configuration Run Help ° Hardwa re Pa rtltlonlng
= 2N v n = 7 i

4 [ My Computer
4 [ Global Settings

/" CPU Assignment
/" Realtime Optimizations
[ EtherCAT Compatible Devices

b B Files - Assign one or more devices to the RTOS: Go
2 Memory Mapped Files
£ Memory Areas

4[] RTOS #1 (Linwx 4.9)

RTOS #1 (Linux 4.9)
Open this node to setup the RTOS. ° SyStem Configuration
o e (e.g. RAM size for Linux)

@ -

- Check RTOS RAM and CPU Assignment settings: Go

# Configuration
3 . +=* Remove RTOS
4 B Do Launch Panel
at RTOS Ethernet Controller (e g Sta rt/stop Linux)
‘ @ Stop this RTOS ‘
‘ B Telnet Connection
Show EtherCAT Devices Only ‘ @ RTOS Stopped ‘ ‘ Workspace DAPROMNEC-Win-RT-Linwdworkspaces\default

Al .
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System Manager Tool: Hardware Partitioning L xWin

- Systern Manager V3.1 Build 0 {(64-Bit Editicn) - [D:\PRONEC-Win-RT-Linuxd\workspaces'default] — O x H
* CPU Assignment
File View Lonfiguration Bun Help
Mes |vvy| mE| QO | / | = Select number of
- CPUs to be used
4 & My Computer CPU Assignment .
4 [ Global Settings by Windows
Assign Operating Systems to the CPU's:
gn Operating Systems to the s
/" Realtime Optimizations = Select CPU(S) tO
[ EtherCAT Compatible Devices CPU#  Windows 10 Linux4.9 H
-~ - be used by Linux
t Files B crun vl O
i M d Fil
[ Memory Mapped Files B o2 0O
2 Memory Areas
4 [ RTOS #1 (Linux 4.9) B cruz OJ
/" Configuration B crus (N}
* Realtime Anal
7 EE.II"I"IE naee CPU assignment is valid
4 = Devices
at RTOS Ethernet Contraller [ Reset | [Recommended|

i [ Applications
Recommended:

The recommended CPU configuration for this systermn will be created/
restored. After saving the changes a reboot maybe required!

Reset:

All changes are reverted back, Exclusively reserved CPU(s) for the RTOS(es)
will give(n) back to Windows, After saving the changes a reboot maybe
reguired!

Show EtherCAT Devices Only © RTOS Stopped ‘ ‘ Workspace D:\PROMEC-Win-RT-Linwd\workspaces\default

Al .
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L Win

System Manager Tool: Hardware Partitioning

* RAM Assignment
= Set RAM size for Linux, will be allocated at early boot stage, up to about 3 GByte

= Memory is invisible for Windows (and vice versa)!

= Systern Manager V3.1 Build 0 (64-Bit Edition) - [DAPROMEC-Win-RT-Linuxworkspaces\default] — O >
File View Configuration Run Help
X vy | EHBm QU s :
4 [ My Computer Linux 4.9 Settings
4 [ Global Settings
# CPU Assignment RAM |256 MByte
#" Realtime Optimizations Assigned CPU's H CPU4  Change CPU Assignment
[ EtherCAT Compatible Devices
» B Files IP-Address

] Memory Mapped Files 05 Image | C:\Program Files\acontis_technologiest LAWin'Bin\linuxéx86\ bwinboot. bin |
[ Memory Areas Image Offset |(xD

4 [ RTOS #1 (Linux 4.9)

# Realtime Analyze

4 = Devices
at RTOS Ethernet Controller

+ 0 Applications

Show EtherCAT Devices Only ‘ (© RTOS Stopped Workspace DAPRONEC-Win-RT-Linwd\workspaces\default

Al .
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System Manager Tool: Hardware Partitioning

File
=24 |pyy @

4 [ My Computer
4 [ Global Settings
#° CPU Assignment
/" Realtime Optimizations
4 [ Devices
v W Display adapters
" wg |DE ATASATAPI controllers
4 @ Metwork adapters
@ Broadcom MetXtreme 57 Gigabit Controller
|“n Realtek PCle GBE Family Contraller
@ Intel(R) Centrino(R) Ultimate-M 6300 AGN
v =% Ports (COM & LPT)
- 5D host adapters
W System devices

View Configuration Run Help

O

= Universal Serial Bus controllers
© [ Files
» [ Mernory Mapped Files
[0 Memory Areas
4 [0 RTOS #1 (Linux 4.4)
/" Configuration
5 Devices

Show All Devices @ RTOS Stopped ‘

# System Manager V4.0 Build 99 (64-Bit Edition) - [C:\Users\szf\AppData\Roaming\acontis technologies\workspaceshdefault2] - O *

Realtek PCle GBE Family Controller
Realtek PCle GBE Family Controller

Vendorld 10EC  Deviceld 8168 (Bus03 Dev 00 Fct00)
Interrupt is enabled (18)

| < Assign to RTOS (Legacy Interrupt Enabled}‘

| 6 Assign to RTOS (M5 Enabled) ‘

| <~ Assign to RTOS (Interrupt Disabled) ‘

| Properties ‘

Legacy Interrupt Usage Table

standard P3/2 Keyboard

4
Communications Part (COM1)
2
System CMOS/real time clock
12
Dell Touchpad
16
InteliR) 7 Series/C216 Chipset Family USE Enhanced Host Controller - 1E2D
17
SDA Standard Compliant SD Host Contraller
18
Realtek PCle GBE Family Controller
21
Intel(R) 7 Series/C216 Chipset Family USE Enhanced Host Controller - 1E26
High Definition Audio Controller
23

STMicroelectronics 3-Axis Digital Accelerometer

| Workspace ChUsers\szf\AppData\Roaminghacontis technologies\workspaces\default?

V1.6

Stgntis

L Win

* Device Assignment

= Select Device currently
controlled by Windows

= Assign Device to Linux

16



System Manager Tool: Hardware Partitioning L« Win

Device ready to use for Linux

¥ Systern Manager V4.0 Build 99 (54-Bit Edition] - [C:\Users\szf\AppData\Roaminghacontis technologies\workspaces\defaultd]  — O X
Eile View Configuration Run Help
=LK | vV L) ®) 7 )
4 [ My Computer RTOS Realtek 8169/8168/8111 compatible PCI card

4 [ Global Settings
RTOS Realtek 8169/8168/8111 compatible PCI card

/" CPU Assignment Vendorld 10EC Deviceld 8168 (Bus 03 Dev 0D Fct0D)
# Realtime Optimizations Interrupt is enabled (M5I)
[ EtherCAT Com patible Devices

| ¢ Assign to Windows ‘

v [ Files
* ) Memery Mapped Files
[ Memary Areas

4 [ RTOS #1 (Linux 4.4) |- IRQ Property: Legaq,r‘
,r. Configuration
4 [ Devices |- IRC Property: MSI ‘

lat RTOS Realtek 8169/8168/2111 compatible PCI card

|- IRQ Property: Mone

| Rename Device ‘

| Properties ‘

Show EtherCAT Devices Only @ RTOS Stopped | | Workspace ChUsers\szf\AppData\Roaminghacontis technologies\workspaces'default

aconti
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SOFTWARE Development




Application Development: Visual Studio

n demo (Debugging) - Microsoft Visual Studio Y ‘: Quick Launch (Ctri«Q) Fl A x
File Edt View Project Build Debug Team Tools Test Analyze Window Help Signin B
$0r0|F- LMD - -] vebug - D Continvev | En mO|C@||> s 2ELECEL
Process: [0] demo « [T Lifecycle Events ~ Thread: | [2] -V ¥ = :

TimerDemo.c # X

(Global Scope)

Disassembly Ml Solution Explorer QX
CoOR o-5aB F -

P~

«1 @ timer_thread(void * p)
Search Solution Explorer (Ctrl+ i)

%] Solution ‘demo’ (1 pro;
=1/* @brief Timer thread entry point. Stops when stop_timer is set to tru o {1 project)
7
=Istatic void *timer_thread(void *p) "
{

struct timespec t;

b =@ References

i Bxternal Dependencies
7 Headerfiles

;. Resource files

v Source files

b+ TimerDemo.c

+4 VisualGDB settings

set_rt_prio(); 4

/* get current time */ b
clock_gettime(CLOCK_MONOTONIC, 8t);

while (!stop_timer
{ |@ stop_timer false =
sleep_till next_tick(&t, TICK_PERIOD);

timer_handle();

Value Type

Oxb7e5b358 {283) struct timespec *

283 _time_t

403749449 _syscall_slong_t
@ clock_gettime 0x08048500 <clock_gettime@plt <text variable, no debug info>
@ stop_timer  false _Bool

RUMLLYSTILITY Team Explorer Properties

A Publish -

V1.6

L Win

Visual Studio

= For Windows applications
= For RT-Linux real-time applications

Powerful VisualGDB plugin
for real-time application
development

Project Wizards

= Automatically Create new
real-time applications

Application Debugging

= As convenient as debugging a
regular Windows application

19



Application Development: Eclipse

L Win

& Debug Configurations

Create. manage. and run configurations

CExX Bp-

|typefi|ter text |

[c] C/C++ Application
[E] C/C++ Attach to Appli
[c] C/C++ Postmortem D
v [E] C/C++ Remote Applic
[c] hello Debug
= Launch Group

Name: | hello Debug

Main (M= Arguments ﬁ# Debugger E_Q Sourceq 5| Qommorﬂ

Debugger: | remote gdb/mi

[] Stop on startup at: | main | | Advanced... |

Debugger Options
Main  Shared Libraries Gdbserver Settings

GDB debugger: | CAMinGwh bin\i686-pc-linw-gnu-gdb. exe

| | Browse..,

GDB command file: | .gdbinit

| | Browse...

(Warning: Some cornmands in this file may interfere with the startup operation of the
debugger, for example "run".)

[JUse full file path to set breakpoints

Protocol:

£ >
Filter matched 6 of 6 items Using Legacy Remote Create Process Launcher - Select other... Revert Apply
@ Debug | | Close

V1.6

* Free and open
source

* Standard IDE on
Linux hosts

* Also available for
Windows
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Communication




Windows and Linux interaction 7« Win

Linux: Real-Time

TCP/IP

N\

Motion Control,

User Interface (GUI) PLC. CNC, etc

Data Analysis and

Logging acontis EC-Master

..other App OPC UA Stack

il

Development Tools Third Party Product

Filesystem Access

ac’%ﬁﬁ e V1.6 24



Can be used for Linux Shell

VIOO - PuTTVtel

4

acontis V16

Sehnologie®

% Win
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Real-time on Windows




System Manager: L Win

Real-time analyzation (with optimization)

ﬁ Systern Manager V5.1 Build 0 (64-Bit Edition) - [D:\PROMNEC-Win-RT-Linux\workspaces\default] — O X

File View Configuration Run Help

Fex | vww| BEm QG s

4 [ My Computer
4 [ Global Settings

#° CPU Assignment
/" Realtime Optimizations
[ EtherCAT Compatible Devices

v [ Files Results
= Memory Mapped Files

ry Mapp

Realtime Analyze

CPU Throttling... Task Latency... System Magmt Irg (SMI)...
[0 Memory Areas
4 [ RTOS #1 (Linux 4.9)
f Configuration
/" Realtime Analyze
e = Devices
at RTOS Ethernet Controller
[ Applications
| 54 | 158 | | 618 | | 22639 | | n
Drelta (%) Min (us) Avg (us) Max (us) Count
Yellow\Red Traffic Sign:
To assure deterministic real-time behavior several settings may have to be adjusted depending on the PC hardware in use.
http:/f'www.acentis.com/eng/support/pc-hardware-real-time-optimization/index.php v
[ Re S u I ts Show EtherCAT Devices Only @ FTOS Stopped Workspace DAPROMEC-Win-RT-Linu\workspaces\default

= CPU clock: throttling active?
= Timer: task level latency
= System Management Interrupts?

On non-optimized PCs real-time often cannot be guaranteed!

Al .
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System Manager: PC real-time optimization BE&t

e System Manager V5.1 Build 0 (64-Bit Edition]) - [D\PRONEC-Win-RT-Linudworkspaceshdefault] — O x M4 M4 M M4
* Typical optimization

Eile View Configuration Run Help
e _ | steps
Hed vy mm QO | / | P
4 5 v Comns _ o = Disable CPU Power
Y -omputer Realtime Optimizations
4 [ Global Settings Management
f? CPU Assignment CPU Power Management
#" Realtime Optimizations Modern CPUs have various power-saving features, All those are handled
[0 EtherCAT Com patible Devices within the CPU processor driver. To assure deterministic real-time behavior,

b @ Files these settings all have to be disabled by means of disabling the CPU [ ] Apply ClE Patch

processor driver.
] Memory Mapped Files

Enable Intel Processor Driver
] Memory Areas

4 [ RTOS #1 (Linux 4.9) C1E Patch .
. T ]
# Configuration Warning: Availability of this feature cannot be safely determined by BIOS Settl ngs
“ Realtime Analvze software. In case the CPU does not support this feature enabling this patch .
4 g Devi v will cause a Windows Blue Screen of Death after starting the RTOS! (see hlnts On
Evices
at RTOS Etheret Controller Enable CTE Patch : acontis website)
" _—
» (2 Applications Optimized Bios Settings
Some BIOS Settings should be adjusted to get reasonable Realtime
behaviour, Please check out hittp://www.acontis.com/eng/support/pc-
hardware-real-time-optimization/bios-settings/index.php ] VGA D rive r iss u e ?
Disable Video Acceleration
A very commen cause for PC hardware real-time violation is the graphics
driver. Please check out http://www.acentis.com/eng/support/pc-
hardware-real-time-cptimization/graphics-driver/index.php
Show EtherCAT Devices Only @ RTOS Stopped ‘ | Workspace D:\PROMEC-Win-RT-Linuwdworkspaces\default
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System Manager: L Win

Real-time analyzation (with optimization)

- System Manager V3.1 Build 0 (64-Bit Edition) - [Ch\proj\lkewin\workspaces\default] — [m| X
File View Configuration Bun Help
—_ O >
e | vy E@E | QU /7 .

4 [ My Computer
4 [ Global Settings
#° CPU Assignment Start/Stop
/" Realtime Optimizations
4 [ EtherCAT Compatible Devices
4 W 18254x EtherCAT Driver (Intel PRO/1000 Network Adapters) Results
@ Intel(R) Ethernet 1210-T1 GbE NIC

Realtime Analyze

CPU Throttling... Task Latency... Systern Mgmt Irq (SMI)...
4 @p RTL8169 EtherCAT Driver (Realtek Gigabit Ethernet Adapters)
U Realtek PCle GBE Family Controller
[ Files
[ Memory Mapped Files
(] Memory Areas
4 [ RTOS #1 (Linux 4.3)
f Configuration
/' Realtime Analyze
‘=De\rices | 123 | | 1.92 | | 7.98 |
ak FTOS Ethernet Controller Delta (%] Min (us) Avg (us) Max (us) COUﬂt
[ Applications Yellow\Red Traffic Sign:
To assure deterministic real-time behavior several settings may have to be adjusted depending on the PC hardwi ~
< >
Y Re S u I ts Show EtherCAT Devices Only | @ RTOS Stopped Workspace Ch\proj\kwin\workspacesidefault

= CPU clock: no throttling
= Timer: short task level latency
= No SMis

After applying one or multiple optimizations
- most PCs will be able to run real-time applications!
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Intel VT support




Intel VT support (hardware virtualization) LxWin

Utilize more memory for Linux
= Physical memory > 4GB can be used, even for 32 Bit Linux
= Non-contiguous Windows Memory can be used
» Example: 4 times 500 Mbyte Windows memory = 1 time 2 Gbyte Linux memory

Support Shared Mode for Windows 64 Bit

= Run Windows and Linux on the same physical core

Better isolation: Fatal Linux kernel crash does not violate Windows
= Exit into Virtual Monitor instead of system reboot

* Activate via configuration setting
= Linux image and applications do not need to be changed

Al .
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Quality Assurance




-
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Quality Assurance: acontis Test Laboratory LxWin

Test lab to test products before a
new version gets released

More than 50 different PC’s

= some supplied by customers
as reference systems

A wide range of Intel and AMD processors
= AMD: Athlon, Duron, Fusion etc.

= Intel: Celeron/Pentium, Core i5/7,
XEON, Atom etc.

Different chipsets
= |ntel, Nvidia, VIA, SiS etc.

Automated test scripts (e.g. % million start/stop cycles in one single test)
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